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Abstract: Research Data Management (RDM) at National Institute for Materials Science has been devel-
oped to support a whole of activities in life cycle of research data, such as exchanging, distributing, man-
aging and utilizing them among various and heterogeneous measurement and research systems for various
research areas. Accordingly, Central Authentication Service (CAS) is adopted as the authentication mech-
anism and enhanced by integrating with the human resource and organization master data management
for authorization to fulfill the native requirements for single sign-on. In order to realize data exchange and
distribution among these systems, the authentication and authorization mechanism itself must act as the
role of HUB that handles various authentication methods and authorized resources in the integrated man-
ner. Due to natures in arising area newly linked with E-Science and Scientific Workflow, various trials
could be naturally adopted in RDM, and this looks so different from the matured security framework in
Service Oriented Architecture (SOA). As a case study, this paper presents the outline of the authentica-
tion and authorization mechanism incorporated in the RDM at National Institute for Materials Science,
including the transition during design phases. Along with an overview, a brief assessment is carried out
with the security framework in SOA, and we also review the differences found there for characterizing the
authentication and authorization mechanism in RDM.
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Fig. 7 Outline of Incremental Delivery Process Model [22].
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10 SOA tF =741 77 Ly AETI[27], [28)]
Fig. 10 SOA Security Reference Model. [27], [28]
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RECTIIEFSOFERIZH L TSOA BTS2+
TATVL—LTU—=02HWTHEiS T A XY b LICHERE
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AN R T &M EMxiT-729 2T, &1 THEL
FTEREIBERIIOWTHEIT 5. Ok, KO P.LHE
T % LGk - B HERE B 5 23Rl 247 9 .

FITRBELZEL)IZSOADEF2) T 147 L —24
T =7 DFEPSUD TS T A X M LIRER, X8
DY AT LR SERE, LT —FT 7 F v E M-
EARFFEVIOPTIE, 7V—27—27 FOJKERHA
B9 52 LEEORHKIL S, WITIr O TREHES
BRI TWwe, 72720, BEICIEEER - SHESNTO
MM, BEASH B C L ETm O R, EEAE L TR 25
i, BhENME LCR#ES N, BEATEE - Rt L
SV 52 TES.

# 1 ® W T 1d [Data Protection, Privacy and Disclo-
sure Control] [Identity and Access| (ZHFiRd 5 X & FHIH
A2 HAFTET 5. [28] Tld Data Protection Management
L, EBHMRE L —HOBREOBOMIGEET & LTE
F 3N TBY, Disclosure Control @ H TRA/R I % 1T 9
LB, FRERLTARE—HHIE, FUREHIEABRE TS
BOMEN 8L S Thb, Hi%r — ATHM L 72FHIH
1%, BI7/RIZEE LT FAIR Data Principle (Findable, Ac-
cessible, Interoperable, Re-usable) & 77— ¥ i #%, i
WITF = BIRICEDD B E VR RETVED FEHEEIC
M9 252LThD. FBHEHTHLITIE, TOEEIIC
A ZL, e DRAT— 27 AV E & OBIRER, 20k
P ILEET AR L0745, ZLT, InbiE
HEE, REETERE LTibhs, ZAAHIEFRHIEHO
AVTF VAT EIETHL. X8 OFLGE - FETHEHE
EFOIMREDRE T O AL BETHR LN L D ik
B70t ZAETNTOALT L= a vyONIH 7212780
ENDZREGW - F TV ATABENEMENT NS, T
Ty b7 —ATHEHUL, 0L HETEROENMIL
Wiy, EFMICEAET L. BUTEROESR, a5 E
FIEELGWHFHTH 5.

IT Security Services T b fFaL 3 2 N & FIIIFET
%. [28] T & Business Security Services {2 35 I} % Trust
Management (22 CIE, ##MH - 2 A7 AW OMEAFHE
AR 2 HIH - FREFHH SN, B5ICET A8k, &
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A 7 a4 — 2O IG & FENT 2B § 2 WuE S e
WS, MBI B EDRIEEND.

212 IT Security Services D FRAE - AT #RfE & LT
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HZ L, W13 TOFRFDLBY, AL CAS D
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KALIZHE, LB REL Y AY ¥ ADOWTE - $FEN LT
275720, RBITERERICET LT/ 7—3 3 R0
ERMOFKBGESEEIZ R L. ZomTiERET IV E
TOWRPVENZ 2D, 2T LT, S35 - s A
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AT T —AAY T4 & LTWE - AR Ic B
I7 % RDM (ZHAGA £ AL72RRRE - RRWT BRI OBENE, %5t I
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VDL BT EAX Y N RO 2T, FZ TR
ENDEBEEZFML 72, AfROTELEBFE X, T3
HIZ 5.

(1) B AREE 7O AT VOERIZKEIE) W 2
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RN SN T =X T 7 F v OREWEANHEA T 0 2
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BTz THDT 2 —AGEEREFRLZ. 512
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(3) E-Science, Scientific Workflow FEHIB 0D L1140
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ESIZEETELRYDOI AT A ARL M &M
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WFERDPLEL T D & BN DL - SR T
BN EIZF A W E R TIER L7z, BRI
RERDOA A v A Fary Tkt Az e, O
YR=F Y PR=ZADOMI, HMETVEHFIIAYIE
Wr 5252 L CHRENELTLFE -y -0
HHPZETSN5.

MR R 2B R ETCIEH 5. SRIOKEZZITT
WIELRETOREZNLFETH 5.

HE A O L 9 % Cyber-Physical-Society-System &
V) FT e IR A ) AR LTI, RV B AR & S
HaAYYIT 4 ) Tak AEHRET) - SRR 4
wFFo 72— F F— L OEHES R TR, FEREIIHTo
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Table 1 Results of our brief Assessment with Definitions of items in SOA Security Reference Model.

HH I E 2 YRIEE WEGHERS, MElT =277 v b 73— L CoRIGE
FEEOE X2 ) T 48 Compliance and Reporting P I~
. o WMHBE TR T =% 77 v b 7 4 — LRI &
A, & L I3HE¥EEZMIIE | Data Protection, Privacy and (j:SA © s d yosg
IRT t ity Incident R T 23
IR 27 OREIND Disclosure Control omputer Securty nc14 ent Hesponse feam
NN _ ik I hCwz e i, Y%7 7 v b7 4 — L0 —
) NEEKEDF 2 ) T Non-repudiation Services
Business . B2 & L T PSIRT(Product Security Incident Response Team)
Securic ALY - RTH Identity and Access P L. A B L T B, T 2 ITIL
ecuri SHEEL, ¥ i B o
.y b, M OO B 5 R "
Services G X 15 % Trust Management (Information Technology Infrastructure Library) 1 50 % 5¢
- o s #obLceyverrEMY, EELEED TS, BIE ¥
Fa2VT4 T TANTH 5 S d P~ _——— - P
ecure Systems an i s Ly HEowwvvrv v s - EYEbEoEET
HOMALE 75 5 F HIH ’ - g S
Networks D, KIFADEKIEICH 5.
Th 5. .
- — FFid 9 5 X % #513 [Data Protection, Privacy and Disclosure
Business Security Services | Policy ~Administration
Control] [Tdentity and Access] [Trust Management| T&
& IT Security Services % Policy Distribution and ‘
Security 5. ThEK 8 ho v AT LERMSERFOT TR
HET2b0THY, 4 | Transformation -
Policy FIC SR & LT 7228, FEEICIE B2 Administration
DA EMATRE 2 N %2 Policy Decision and o R
Management B CHRBICETR SN TV B RIED H 5. L L AT
EF - EHT oHETH Enforcement B
EhkT 5.
5. Monitoring and Reporting
CNIRMRETH Y, LREARTHB Y — 2 b BIEHR %
R T 7 XF 0D T L LY = TH
% . Identity Foundation/Provisioning/Propagation @ ¥ 7%
Identity Services . R
REFO. KT 7 v b7+ — LT Y — 2134 T
T AZERE LT, Sy 57— 2550 APLIFOSHIL -
GUILIC & 2 Rt ol A THHIL T 3
Authentication Services FOALICBE S 2 HRECH 5. 3 EICEL L MK E R0,
Authorization Services IR T 2 RETH 5. 3 FEICRL L MR FE .
T — 2 HE BT A HEE T B b, AR S N FIE DML
T EROEE S AT C L TR E 5. ik
- RO FIHRIC L T HiEM L AP TORH T — % EcoFERHET, FH—KH
) ¥ a2l T4 OREE L FEEEME A D ARG R E L CER S N Lo LXK
Security . - Confidentiality Services .
Servi T - TG & B BRI FBEFED ) Y — 2R RN OFIHFE 2L E LTWD
ervices
HHEMERTH 5. 7o V) R 7 AL IR L HI S, AP TORIH T — X
123 L € GNU Privacy Guard % f\ 72155 - 5 LA o
FEFIEHI N T B,
7 — 2 ERMRAEIC BT T, v Ly T T IRASCKREE
Integrity Services X BRIET 7 2 AR % BB - R CH 5. 8 o
- REHFEBRE A b I T 2.
Bl - EAicm con ZINRICHT s EETH D, K
BAFSBLHE C I B AKIR AN Ehis E T 63, BBk
Audit Services iRk sfbA T L —v 2 v b BIRWICERL Tw 3.
Provenance D i CHET 5 & TH 54, —HhzALHT
EhT 5.
IT Security Services IZ X
D Z ORERFETIND Z OHREIXIR 8 D —XFHFEERME TR I T3 L ffic
Security 7= S 2 K H/W S 36T L CERE N Ml T =477 v b 74— 4
Enablers FoLThyEE, VE R o HAGRG o hcERML I N T 5. RO HiPHI D 72
Y MY, H/WEo e DENET 5.
H5.

© 2021 Information Processing Society of Japan

78



IBMAIBF R/ T2 T T 712X Vol2 No.2 64-79 (Apr. 2021)

i fHia GkxR)

1987 AL K= K7 b LA e RHE T,
2013 SEHRFERFET v 2 — S HT
ErzeRtEs T, Wt (ar -5 HT
). 1987 H£~2014 4 H AR E LKA 24 -
AREFABSE /Y 7 N T T BRIV — T R R e AT A
L 27 ABAFEAREEICHTE, 2014 4F~2018 £ aFH K
R EZ, 2018 4E A & E S WFZE B 381 AW - #RHIFSE
BERE NIMS ©— > ¥ =7, B 1EHuifE %% /IEEE Com-
puter Society/ACM %= H, HfE, \EHIHHEESSY —
V2arv¥a—71 v I RETFEHE.

Wik BE GERR)

el 7B 72 B 56 i N W - b R E R A A
NIMS =¥ =7,

FIF =t GE&H)

2001 4F FLAR HH K 22 K27 Be B L 22 Je BH &
U5 X OBPRL a5 [ 4 B 1 14 ) ER A R
2004 4181 (04%), JST-CREST fif
78 B4F % 85T 2007 4F BT R B SR A WY
B ORI ZEARE AP, RSB E AR CWE - M
B EGRT Y D=7, 2014 40 S A TESE IS
BT B F— 7 GBI 720 O L S8 H | e

B BT GERR)

H AR K AL PAF B B3, Universi-
ty of Leeds EIBE#15 T (1514:). 2005 44
B BRI ZE A AT, 2017 4E X D AR
AR RBSE - MR T — 5 7
Ty NTr—nkry—FK METFT—TIv bTr—2A
DICE Of§sEIcHib 5. IoHHyas B, N4 —7
YA T AOHEMEICE T A AT REE.

© 2021 Information Processing Society of Japan

79



